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Dear   
 
On 16 October 2025 Te Tūāpapa Kura Kāinga – Ministry of Housing and Urban Development (the 
Ministry) received your request for the following information under the Official Information Act 1982 
(the Act).  
 
The answers to your request are outlined below.  
 
A list of all Artificial Intelligence (AI) tools that are currently approved for use by staff at 
your agency.  
 

• Microsoft Copilot 365 

• Oracle Fusion Cloud’s AI features 
 
Any documentation outlining the conditions, guidelines, or policies attached to the 
approval and use of these tools.  
 
Three documents have been identified in scope of this request and are being released to you. 
Some information has been withheld under section 9(2)(a) of the Act, to protect the privacy of 
natural persons. The documents are detailed in the attached document schedule.  
 
Training videos and other AI support resources are also available for all Ministry staff on its 
intranet. 
 
For each approved tool that is not free to use, please provide the number of paid licenses or 
subscriptions the agency currently holds. I confirm that I do not require any commercially 
sensitive information (e.g. licence costs), merely the number of authorised users.  
 
Both tools listed above are provided to all employees at the Ministry, approximately 320 staff.  
 
Copies of all completed Cloud Risk Assessments and Privacy Impact Assessments (or 
equivalent documents) for each of the approved AI tools. 
 
One document is in scope of this request and is being released to you. Some information has been 
withheld under section 9(2)(a) of the Act, and section 9(2)(k), to prevent the disclosure or use of 
official information for improper gain or improper advantage. 
 
In terms of section 9(1) of the Act, I am satisfied that, in the circumstances, the decision to withhold 
information under section 9 of the Act is not outweighed by other considerations that render it 
desirable to make the information available in the public interest. 
 

s 9(2)(a)

s 9(2)(a)
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You have the right to seek an investigation and review of my response by the Ombudsman, in 
accordance with section 28(3) of the Act. The relevant details can be found on the Ombudsman’s 
website at: www.ombudsman.parliament.nz. 
 
As part of our ongoing commitment to openness and transparency, the Ministry proactively 
releases information and documents that may be of interest to the public. As such, this response, 
with your personal details removed, may be published on our website. 
 
Yours sincerely 
 
 
 
 
 
Emily Scarlett  
General Manager, People and Community 
Te Tūāpapa Kura Kāinga – Ministry of Housing and Urban Development 
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Annex A: Document schedule 
 

Documents released – HUD2025-008421 

 Date  Document 
Section of the 
Act applied  

1 August 2022 Policy – Digital Acceptable Use  N/A 

2 19 May 2025 Our approach to Artificial Intelligence (AI) N/A 

3 2024 
Ministry Artificial intelligence (AI) Training & 
Guidance and security pages. 

9(2)(a) 

4 August 2025 Microsoft Copilot – Certification and Accreditation 
Memo 

9(2)(a) 

9(2)(k) 
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Policy – Digital Acceptable Use 

We all access data, information and technology during our work, and we all have a responsibility to 

ensure we do this in an appropriate, safe and secure way. 

1. Why do we have this policy?

The purpose of this policy is to ensure all HUD data, information and technology is used in the
correct way and for the appropriate purpose.

It also reinforces HUD’s right to monitor all use of HUD technology, systems, and information,
including Bring Your Own Device (BYOD), to ensure usage is appropriate, safe and secure.
Reasonable personal use of HUD technology is permitted if it does not result in unnecessary or
additional costs to HUD.

2. Who does this policy apply to?

This policy applies to all HUD people who use any technology provided by HUD and/or connected

to HUD systems.

3. Who has accountability or responsibility under this policy?

Role Description of responsibility 

Chief 
Executive 

• Accountable for the ICT Acceptable Use Policy

Senior 
Leadership 
Team 

• Responsible for endorsing this policy as well as promoting and supporting
the continuous improvement of the acceptable use of all technology in the
Ministry.

• Rresponsible for receiving assurance from their managers that their group
is complying with this policy and providing the Chief Executive with such
assurance as necessary.

Manager, 
Digital  
and  
Digital Team 

• Responsible for the Digital Acceptable Use Policy, including ensuring it
meets the minimum requirements for development and implementation, it
is signed off at the appropriate level, compliance can be monitored and
breaches are investigated.

• The Digital team will support the Manager, Digital to:

o Review the policy periodically (minimum annually) to ensure it
meets HUD’s requirements

o Ensure this policy is published on the Intranet and/or alternate
information stores accessible by HUD people.

o Provide reporting on HUD’s use of digital technology to measure
compliance and investigate breaches

o Ensure this policy meets the requirements of the Government CIO
and NZ Information Security Manual (NZISM).
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People Team • Ensuring all new employees and contractors receive this policy prior to
starting work with HUD, and maintaining a record which confirms they
have read and agreed to the policy.

4. What you must do under this policy

All our HUD People accessing HUD data, information and systems must:

• Use technology in accordance with all established policies, procedures, instructions, and
guidelines for safe and secure use provided by HUD or HUD’s technology partners or
suppliers.

• Limit personal use of HUD technology to ensure that it does not unduly impact productivity,
threaten the security of HUD’s Digital environment, or negatively impact system performance
and cost.

• Use only authorised and/or registered technology devices to access HUD data, information
and systems.

• Manage user accounts and passwords by following instructions for safe and secure use.

• Only store HUD data and information in locations that have been approved by HUD.

• Follow HUD advice on the safe use of devices which access HUD information, data and
systems by maintaining an awareness of risk, in particular when using devices in public
places (e.g., cafés, public transport) or on any public Wi-Fi system (e.g., airports, hotels).

• Label, send, share and use messaging and documents appropriately, as per the rules for
document classification.

• Immediately report any suspected, accidental or other breach of HUD information security
or inappropriate use of technology.

• Immediately report lost or stolen devices, including BYODs, to HUD Digital or the HUD
Service Desk so actions can be quickly taken to protect HUD data, information and systems.

• Not record images, audio or video unless approved by all participants and classified and
stored appropriately.

• Follow the same HUD policies, procedures, instructions, and guidelines for safe and secure
use when using BYOD devices to access any HUD systems or information.

All Managers of people must: 

• Ensure their people are aware of this policy, procedures, including reminding people of their
obligations under this policy.

• Discuss use of technology with their people to ensure use is appropriate, necessary, and
not putting HUD at risk.

• Reinforce HUD’s commitment to maximising the value realised from our investment in
technology.

• Ensure the timely return of any HUD technology and information when requested or required,
particularly on departure of their people.

• Review reports provided by Digital to ensure that their people have the appropriate
technology allocated, are using technology appropriately, and actioning any issues.

• Ensure people receive appropriate training on how to use technology safely and securely.

• Report breaches of this policy to their manager.
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5. Other Information

Definitions

Technology For the purposes of this policy, ‘technology’ refers to any device or 
system used to produce, access, store or communicate data and 
information. 

Appropriate Use Reasonable and responsible use which: 

• is predominantly for business purposes,

• does not impact on any HUD technology system performance,
speed or availability,

• does not incur additional or unnecessary costs to HUD,

• does not involve excessive storage of personal material,

• does not include any objectionable or offensive material (refer to
www.cert.govt.nz  – Objectionable Material for more information)

• uses only HUD-approved applications and technology,

• does not attempt to access or alter information that is not
authorised,

• is consistent with HUD’s values, integrity principles and Code of
Conduct.

Bring Your Own 
Device (BYOD) 

Personally owned devices that are used to access HUD data, 
information and/or systems. 

Related Policies & Documents 

Key Polices 

• Code of Conduct

• Information Management Policy

• Protective Security Policy

• Internal Privacy Policy

Key legislation, regulations and official guidelines 

• Privacy Act 1993

• Official Information Act 1982

• Copyright Act 1994

• Public Records Act 2005

• Public Service Code of Conduct and Standards of Integrity and Conduct

• New Zealand Information Security Manual (NZISM)

Who to talk to for help?  

For clarification about this policy in a particular situation contact the Manager, Digital. 

Compliance management process and reporting 

Managers are responsible for use of technology by their people.  From time to time they will receive 
reporting from Digital to ensure that the appropriate technology is allocated, use of technology is 
appropriate, and costs incurred are correct. 







Introduction

This pack is designed to help you understand:

• HUD’s approach to working with artificial intelligence (AI)

• your responsibilities.

The information in this pack is current as at May 2025 as we begin to deploy AI into our digital environment.

This pack is compulsory e-learning for all HUD people. Aho Learning will help us monitor who has 
completed this e-Learning.
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The New Zealand Government promotes the responsible use of AI to modernise public services and 
deliver better outcomes for all New Zealanders. 

The Public Service Artificial Intelligence (AI) Framework:

• sets a vision for AI in New Zealand’s Public Service

• defines 5 key principles to guide Public Service AI use

• outlines the policy context for Public Service AI use 

• describes 6 key pillars of the Government Chief Digital Officer’s (GCDO) AI work programme.

The Framework provides support for agencies in their use of AI, and how to implement these technologies 
safely. 

HUD’s use of AI aligns with this Framework.

Government context



We use AI to improve productivity and efficiency, and to enable you to focus on more meaningful work 
that requires your expertise and creativity. It’s not about replacing people with technology.

Over time, we expect all our people will use AI in their work.

Training, information and support will be provided to help you build your knowledge and skill in using AI.

The next pages describe:

- Our approved tools 

- Your responsibilities

- Monitoring and support

How we use AI at HUD



We prioritise transparency, safety and security, when selecting AI, opting for tools that are resilient and can adapt to 
a changing digital landscape. We consider privacy, ethics, confidentiality and data security, and we conduct 
thorough risk assessments and technical tests before deployment.

Currently our approved AI tools are:

• Microsoft Copilot and

• some AI functionality within Aho (Oracle).

These approved AI tools apply existing information security permissions, which means our people, financial and 
contractual information remain secure. These tools will only access information from the sources you already have 
permission to access e.g. SharePoint sites you can already see, team chats, and your personal mailbox.

The table on the next slide describes these approved AI tools at a high level, and more information is available on our 
AI Hub on Puna.

We’ll look to incorporate more AI tools over time. We’ll do this in a responsible way and we’ll let you know when it 
happens.

Approved tools



Tool Description

Microsoft Copilot AI Microsoft Copilot is an advanced AI assistant, designed to enhance productivity and streamline 
workflows.

Copilot works within Microsoft 365 apps like Word, Excel, PowerPoint, Outlook, and Teams, providing 
contextual assistance directly within these tools.

Copilot can assist by summarising text, drafting emails, analysing data, brainstorming solutions, 
creating reports, generating creative content and automating tasks.

Aho (Oracle) AI Oracle is incorporating AI into its products to automate routine tasks, and to enhance productivity and 
user experience.

Oracle’s AI is designed to perform specific tasks and make decisions within a set of predetermined 
parameters, working with users in a conversational, adaptive manner. The tools remember previous 
interactions, pull from connected data sources, and generate responses tailored to each user’s unique 
needs.

Approved AI tools



You are responsible for your actions and decisions when using AI in your work.

Your responsibilities

Examples of what ‘to always do’ Examples of what ‘not to do’

• Always use AI in ways that aligns with our Digital Acceptable 
Use Policy – ‘We all access data, information and technology 
during our work, and we all have a responsibility to ensure we do 
this in an appropriate, safe and secure way.’

• Always be mindful of data privacy and security, particularly 
when using AI to help manage personal or sensitive information

• Always use your personal judgement when using AI in your work, 
to ensure any information generated, advice provided, or 
decisions made are appropriate and accurate 

• Always be transparent when using AI in your work, by inserting a 
footer or other marker into documents to inform the reader it 
contains AI generated information.

• Don’t use unapproved AI tools on your work computer, mobile 
phone or any other device you use for work.

• Don’t rely solely on AI for your work, you’re still responsible for 
ensuring the information generated, advice provided or 
decisions made are appropriate and accurate, so you need to 
use personal judgement when using AI in your work 

• Don’t use AI to manipulate or deceive others, such as generating 
fake news, deepfakes or misleading information.



Leaders will support you to use AI in your work, in a responsible way that aligns with our expectations.

We do regular checks and reporting to make sure you have the right technology to do your job and that it’s 
being used appropriately, so we will do the same for AI tools.  From time to time, we will report back to our 
senior leaders about how we’re using AI.

Any inappropriate or unacceptable use of AI will be addressed under our Digital Acceptable Use policy and 
potentially our Code of Conduct.

Please visit our AI Hub on Puna for more information about our use of AI at HUD.

Monitoring and support



























How was the formatting of this email?

This email is generated through Ministry of Housing and Urban Development's use of Microsoft 365 and may
contain content that is controlled by Ministry of Housing and Urban Development.



 
 
 
 
 
 

 
 
 
 
 

Te Tūāpapa Kura Kāinga – 
Ministry of Housing and Urban 

Development 
 

Microsoft Copilot C&A Memo 
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3. SOLUTION OVERVIEW 
 
HUD Security has completed an internal review and completed this certification and accreditation memo of 
the Microsoft Copilot deployment being used at HUD. 
 
Many generative AI risk frameworks are targeted at bespoke AI solutions. For the purposes of this risk 
assessment, HUD is adopting a fully cloud-native Software-as-a-Service (SaaS) implementation of 
Microsoft 365 CoPilot. All AI processing occurs within Microsoft’s own environment, and the models are 
maintained, secured, and governed by Microsoft under the applicable Microsoft 365 terms of service, 
including their AI security, compliance, and privacy commitments. HUD will not be creating or hosting any 
AI models nor managing any underlying AI infrastructure. 
 

3.1. Assessment Scope 
 
The scope of the reassessment is as follows. 

• Microsoft Copilot Agent 

3.2. Out of Scope 
• Microsoft Azure IaaS service 

• Microsoft Entra ID service 

• Other Microsoft 365 applications 
 

4. INFORMATION PROFILE 
4.1. Information Classification 

The information stored, processed, and transmitted by the system is classified up to the level of 
RESTRICTED. According to the New Zealand Government Security Classification System, any 
disclosure of this information could potentially hinder the effective conduct of government operations 
in New Zealand or negatively impact the privacy of its citizens. 

 
4.2. Privacy  

 
A Privacy Impact Assessment (PIA) was completed by the privacy officer, and the assessment 
confirmed that CoPilot would optimise the use of existing personal information while maintaining the 
current standards of privacy and data protection at HUD. While some personally identifiable information 
(PII) is present, CoPilot would not introduce new information and would not be sharing information 
externally. Existing information includes: 

• HUD Customer first and last names 

• Customer contact information. 

• Limited Customer financial/PCI information. 

• HUD user first and last name. 

• User contact information including work address and work / personal phone number 
 
  



 

 

5. REVIEW DETAIL 
The following steps were taken leading to accreditation: 

 
1. Analysis of previous Certification and Accreditation (none in this case). 

2. Conducted Security Risk Assessment and recommended controls. 

3. Validated effectiveness of controls. 

4. Remediation of ineffective controls (None Currently Required). 

5. A Privacy Impact Assessment (PIA) 

6. Recommended Accreditation. (Certification and Accreditation Memo) 
 

5.1. Previous accreditation and certification 
Artificial Intelligence and Microsoft Copilot are new technologies and no previous assessments exist.  
 

5.2. Security Risk Assessment 
The Security Risk Assessment was completed by reviewing security artifacts from GCDO, Microsoft, 
the NZISM Risk and compliance assessment and US Cybersecurity and Infrastructure Security Agency 
(CISA) security guidelines. The SRA identified eighteen (18) potential risks, initially rated as High (4) 
and Medium (14). These risks are currently successfully managed by fifteen (15) controls, which 
effectively reduce them to an acceptable residual risk level of medium (7) and low (11) for HUD. 
 

5.3. Control Validation Audit 
A CVA section has been added to the SRA to illustrate how the eighteen (18) risks identified by the 
assessment are effectively controlled by the fifteen (15) controls implemented by HUD security. Most 
of the risks identified are closely related and, in some cases, a single control could appropriately be 
used for more than one risk, resulting in fewer controls than risks being present. The HUD controls 
were tested and validated and where applicable, evidence was collected for audit purposes.   
 

5.4. Remediation Activities 
None required. The CVA determined that no remediation activities are immediately needed for Microsoft 
Copilot as all the risks identified are already effectively being controlled by the controls that have been 
implemented by HUD.  
 

5.5. Current Risk Profile 
To illustrate the untreated risk position and the current risk position, a risk matrix has been created for 
each.  

Matrix 1 illustrates the comparison of untreated risks and current risks after the application of controls, 
providing a view of risks identified compared to a view of the risk exposure of Microsoft Copilot after the 
confirmation of the effective controls HUD have implemented to mitigate the untreated risks.  

The untreated risks were previously noted at a Medium to High risk level (overall) and the current risks 
are now rated at a Medium to Low risk level demonstrating a significant improvement to the risk position.   
 
 
 

  






















